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The increasing threat posed by extreme natural disasters in industrial areas, where hazardous materials are
handled, underscores the necessity for a robust safety management framework. Traditional safety management
strategies based on the Quantitative Risk Assessment may fall short in assessing the long-term impacts of such
events. Consequently, Resilience Engineering principles have been recently introduced in the context of process
safety and Natech (natural hazards triggering technological disasters) accident response. Through a
comprehensive review of the literature, the present study analyses existing methods for the quantitative
resilience assessment of industrial systems to Natech events, focusing on chemical process plants and
integrated energy systems. Moreover, the methodologies reviewed in this study are classified based on their
key features, along with the resilience metrics adopted in the developed approach.

1. Introduction

Natech events (technological accidents triggered by natural events) have become a growing concern for
regulatory authorities and industries (Mesa-Gémez et al., 2020), especially in areas susceptible to catastrophic
natural disasters. However, they can be triggered as well by natural events having a moderate intensity, such
as extreme temperatures (Ricci et al., 2020). The severity of Natech events is typically higher than conventional
technological accidents (Cruz and Krausmann, 2008), primarily due to the ability of natural events to cause rapid
and multiple failures (Krausmann and Cruz, 2013), potentially compromising utility systems (Misuri and Cozzani,
2022), safety barriers (Misuri et al., 2020), and emergency response (Ricci et al., 2024, 2022). This may lead to
an increase in the frequency and consequences of complex unmitigated scenarios, thus enhancing the
possibility of domino effects (Misuri et al., 2023). In addition, natural hazards can cause damage to essential
external infrastructure, such as transportation networks and power supply systems, compromising the
accessibility of the plant (Krausmann et al., 2017) and hindering recovery efforts. Therefore, the consequences
of Natech accidents can go far beyond direct structural damage since the prolonged downtime period can cause
significant economic losses. In this context, safety management strategies based on the Quantitative Risk
Assessment (QRA) framework (e.g., Cozzani et al. (2014)) may be ineffective, considering the possible disabling
of safety barriers during accidents (Misuri et al., 2020) and the inadequacy of such approaches in evaluating
the long-term consequences of Natech events. In response to this issue, the application of resilience
engineering principles in the framework of process safety and Natech management has gained significant
attention in the last few years. Resilience engineering aims to develop a system able to withstand and rapidly
recover from unexpected events (Hollnagel and Woods, 2006). Thus, a resilient chemical plant is able to co-
exist with the threat of natural hazards, minimizing business interruption and economic losses when a
technological accident is triggered. The application of resilience engineering to the chemical and process
industry (CPI) is of vital importance as it can lead to new insights into creating a facility capable of handling
disruptions that fall outside the set of conventional disturbances, such as natural events. In order to identify
contributions and gaps in the applications of resilience in the CPI, Pawar et al. (2021) proposed a literature
review on the application of resilience engineering within the fields of industrial systems. Similarly, Chen et al.
(2023) conducted a comprehensive review of resilience applications in the context of process safety and
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environmental protection. However, a specific review addressing the quantitative resilience assessment in the
framework of the management of Natech scenarios is still lacking.

The present study provides a review of the technical literature that proposes methods for quantitative resilience
assessment in the context of process safety and Natech accidents. Specifically, an in-depth analysis was carried
out to highlight key aspects and differences among the existing methodologies for resilience assessment in
Natech accidents. The results show that although some common approaches are present in applying resilience
engineering principles, substantial differences among proposed contributions are identified.

2. Methodology

The methodology reported in Figure 1 was applied to retrieve and analyse the available approaches for the
quantitative resilience assessment of industrial installations vulnerable to Natech scenarios.

SEE
Selection of relevant literature 31 ¢
””””””””””””””””””””””””” ! Content Analysis
Literature Search i Inclusion criteria

Method: Key-word based search v Analysis of the resilience
metric

IQ i |
Patabassl con MR 44 papers > ! Topic: Resilience in Natech scenarios i| 7papers > v Bibliometric analysis
Period: 1995-2024 (January) | Area: CPI and related industrial sector ' ¥' Analysis of the methodologies

|I Excluded

37 papers

Figure 1: Flowchart of the methodology applied for collecting and analysing the relevant literature addressing
the quantitative resilience assessment to Natech scenarios. CPI: chemical and process industry.

The relevant literature was collected by applying a systematic search approach. The time span considered in
the search ranges from 1995, in line with the introduction of the term Natech by Showalter and Myers (1994),
up to 2024 (January). The Scopus database was selected as the source for the bibliographic search and all
types of documents (articles, conference papers, and book chapters) were included in the search to
comprehensively cover all the available studies on the topic.

The first step of the methodology involves the literature search to gather documents relevant to the present
study. In order to formulate an appropriate search query for the Scopus database, a set of relevant keywords
and their synonyms were defined. Three main groups of keywords were identified: resilience, Natech, and
chemical and process industry. These keywords were chosen to narrow the scope of the search to the
framework of resilience to Natech scenarios within the chemical and process industry. In addition, Boolean
operators were used to combine different search queries, and the keywords were searched within document
titles, abstracts, and author-defined keywords. As a result, a total of 44 items were collected from the
bibliographic database of Scopus. After, the search results were restricted to include only studies relevant to
the scope of the present contribution. For this purpose, three specific inclusion criteria were established and
applied:

i. Topic: the article should focus on the evaluation of resilience in Natech scenarios.
ii. Application areas: the application area of the study is the CPI or related industrial sector.
iii. Proposed approach: the article proposes a methodology for the quantitative resilience assessment.

After the application of such criteria, a total of 7 records were identified as pertinent. Notably, among them, the
first article was published in 2019 although the time span considered in the literature search starts from year
1995.

Finally, the papers selected as relevant were analysed to outline a review of the latest development regarding
the quantitative resilience assessment of industrial installations exposed to Natech events. A bibliometric
analysis of all the selected documents was carried out to identify research topics, trends, and links among the
contributions retrieved in the literature. The main features of the methodologies proposed in each paper were
analysed to highlight similarities and differences among them. Moreover, the resilience metrics adopted in the
methodologies reviewed were analysed to outline key aspects of their application.
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3. Results
3.1 Bibliometric analysis

A specific bibliometric analysis was used to identify connections among emerging topics and research interest
in the framework of quantitative resilience assessment of industrial plants to Natech events. In detail, a co-
occurrence analysis of terms was carried out for the relevant publications, involving the author and index
keywords. To ensure clarity, synonymous terms were merged into a single term to avoid redundancy. The co-
occurrence analysis was performed with VOSviewer, and the result is shown in Figure 2.
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Figure 2: Result of the co-occurrence analysis of author and index keywords associated with the analysed
literature. The temporal colour scale refers to the average publication year.

In the co-occurrence network displayed in Figure 2, the size of the nodes is proportional to the occurrence of a
term among publications, while links between terms reflect the co-occurrence of terms in the publications (i.e.,
documents in which they are used together). Moreover, the network map is represented by applying a colour
scale based on the average publication year of each term.

The network map clearly shows that the terms “Natech”, “resilience”, and "chemical and process industry" are
the most used in the documents analyzed, validating the adequacy of the methodology applied to identify the
relevant literature. Notably, nearly all terms in the network are connected to CPI, except for a distinct cluster
linked to the term “integrated energy system”. This portion of the network is representative of articles addressing
the resilience of power plants and integrated energy systems to Natech scenarios.

Recently, significant advancements have been made in the assessment of safety barrier degradation, effects of
multiple primary scenarios, and domino effects. Indeed, terms such as “safety barriers”, “degradation”, “domino
effects”, and “multi-target” are representative of the efforts of the research to include these advancements in the
resilience assessment. Similarly, the presence of terms such as “Monte Carlo”, “Bayesian network”, and
“uncertainty” reflects the efforts of the current research to incorporate the quantification of the uncertainty related
to the possible cascading consequences involved in a Natech scenario. Finally, the position in the time interval
of terms such as “recovery” and “restoration” reflects the growing importance of these aspects in the quantitative
resilience assessment, especially in Natech scenarios.

3.2 Overview of the methodologies

A detailed description of the methodologies collected is presented, highlighting key aspects and contributions
to the resilience assessment of industrial plants exposed to Natech events. Table 2 presents an overview of the
methodologies analyzed in this study. As can be seen, all the approaches are developed considering an
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industrial plant as the reference system, even if two studies (Di Maio et al., 2022, 2021) specifically consider
integrated energy systems that comprise power plants and electricity infrastructures. Moreover, the table reports
the category of natural events triggering Natech scenarios to which the methodology can be applied, as well as
the natural events considered in the case study to validate the methodologies. Most of the studies are developed
taking into account generic natural events and are validated with a case study involving floods or earthquakes.
It is worth noting that these represent the natural events more studied also in the framework of Natech QRA.
Differently, the methodology developed by Chen et al. (2022) is appliable both to intentional attacks and to
generic natural disasters, however, it was validated assuming a disruption caused by an intentional attack. Also,
the methodology proposed by Kalemi et al. (2024) was specifically developed for earthquakes.

Table 2: Overview of the characteristics of methodologies utilized in literature for quantitative resilience
assessment. CPI: Chemical and Process Industry. IES: Integrated Energy System.

Reference vear Area studied Natural event

CPI IES Methodology Case Study
(Kalemi et al., 2024) 2023 v X Earthquake Earthquake
(Zeng et al., 2023) 2023 v X Generic Flood
(Di Maio et al., 2022) 2022 X v Generic Flood
(Chen et al., 2022) 2022 v X Generic NA
(Di Maio et al., 2021) 2021 X v Generic Flood
(Caputo et al., 2020) 2020 v X Generic Earthquake
(Chen et al., 2019) 2019 v X Generic Earthquake

Table 3 highlights the key features of each methodology concerning the accident and the post-accident phase.
Notably, not all the reviewed approaches incorporate the specific features of Natech scenarios. All the
methodologies consider that a natural hazard might trigger multiple primary technological scenarios. However,
only three of the proposed methods consider domino effects, and in a single case safety barrier degradation
was considered. Indeed, the methodologies developed by Zeng et al. (2023) provided the most detailed
assessment of the consequences of the Natech scenarios among all the analyzed approaches.

Relevant differences among the methodologies analyzed are also present in the assessment of the system
recovery. The assessment typically considers two phases: adaptation and recovery. The adaptation involves
tasks like cleanup and planning, with system performance remaining stable. Then, the recovery phase begins,
focusing on activities to restore plant operability. Notably, in the approaches presented by Di Maio et al. (2021,
2022) the adaptation phase is not present, as they assumed the recovery activities to begin immediately after
the end of the accident. Conversely, the other contributions include this phase for the assessment of system
recovery. It is worth mentioning that Zeng et al. (2023) and Chen et al. (2019) did not specifically address the
quantitative evaluation of the plant recovery phase.

Table 3: Summary of the specific features of the reviewed methodologies for the Natech accidents, and for the
phases considered in the assessment of the recovery process.

Assessment of the accident phase Assessment of the post-accident

Reference Multiple primary  Safety barriers pases
events degradation Domino effect Adaptation Recovery

(Kalemi et al., 2024) v X X v v
(Zeng et al., 2023) v v v X X
(Di Maio et al., 2022) v X X X v
(Chen et al., 2022) v X v v v
(Di Maio et al., 2021) v X X X v
(Caputo et al., 2020) v X X v v
(Chen et al., 2019) v X v X X
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3.3 Analysis of the Resilience Metrics

The methodologies analyzed in this study adopted various resilience metrics, which are reported in Table 4
together with their most relevant features. Indeed, some of these metrics are based on the evaluation of the
resilience curve, i.e. the evaluation of the plant performance from the impact of the natural disaster until the end
of the recovery phase. In addition, resilience metrics can be classified as dynamic or static depending on their
ability to incorporate temporal considerations into the metric. A dynamic metric can capture and describe the
temporal aspects of system behavior, while a static metric does not account for the time dependence of the
events.

Table 4: Classification of the resilience metric adopted in the analysed literature.

Reference Resilience metric Curve based metric Time dependence
. H t*
(Caputo et al., 2020; Kalemi et o fto Cc(t)dt v Static
al., 2024) T —t
0
tlei) — pltqle;
(Zeng et al., 2023) R(t) = o(tle;) = ¢(tale;) X Dynamic
@ (to) = o(taley)
E;-(t,r —t
(Di Maio et al., 2022, 2021) Re1- il to) v Static
2 " (t* - to)
tpr
t)dt
(Chen et al., 2022) R = f‘ﬂL v Static
f(to)(tpr - tO)
(Chen et al., 2019) R = Rc¢re " Rac X Static

In the methodology proposed by Caputo et al. (2020) and Kalemi et al. (2024), plant resilience is quantified as
the integral of the operational capacity C(t) over the time, between the time of a seismic event (to) and the control
time (t"), that represents the maximum expected time for full recovery considering all potential scenarios.
Similarly, Di Maio et al. (2021, 2022) adopted the Zobel resilience index (Zobel and Baghersad, 2020), based
as well on the integral of the resilience curve over time, where the interval (tpr-to) is the time between the start
of the system failure event and its restoration, Ei is the amount of energy that needs to be imported during the
failure of the system thus representing the energy loss, and (t* - to) represents the maximum duration of the
recovery process. Chen et al. (2022) adopted a dimensionless ratio for the resilience metric: the numerator
represents the integral of the plant performance, f(t), from the disruption time (to) to the time at which the plant
is fully recovered (tpr). The denominator represents the integral of the planned performance over the same time
interval, considering the undisturbed performance value f(to).

As for the case of resilience metrics that are not based on the resilience curve, Zeng et al. (2023) adopted the
one proposed by Henry and Ramirez -Marquez (2012), where R(t) is a time-dependent function that reflects the
variations in performance over time. In detail, @(tlej) represents the performance of the system at the generic
time t related to the disruptive event e, ¢(to) is the maximum performance of the system at the initial time to, and
o(talej) is the lowest performance of the system at the time at which accident escalation ends (ta). Finally, in the
methodology presented by Chen et al. (2019), the resilience is evaluated considering the contribution to the
resilience of the coping and response capacity (Rcrc) and the adaptive capacity (Rac), which are calculated
assessing different probabilistic contributions for each of the two terms.

4. Conclusions

In the framework of Natech event management it is paramount to strengthen the resilience of affected systems,
and the availability of methods that quantitatively assess the resilience is of primary importance. This study
reviews methodologies for the quantitative resilience assessment of industrial systems to Natech events. Most
of the analyzed methodologies addressed the assessment of the accident scenario as well as of the recovery
from Natech accidents, which is one of the most relevant features of resilience assessment of such scenarios.
In addition, the analysis of resilience metrics used in the reviewed methodologies shows that approaches based
on the resilience curve are the most commonly used. However, the methodologies analyzed prove to be



150

generally inadequate to include the specific features of Natech accidents in the assessment of the resilience
scenario.
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